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• One-ring scam. In this scenario, the scammers place calls to blocks of phone 
numbers (often using robocall devices) and then hang up the call after one single 
ring. If the owner calls back, they might connect to a pricey international call, and 
during this call, scammers use social engineering or outright harassment to 
persuade the consumer to to subscribe to a pay service or provide credit card 
information. 

• Tech support scams. You pick up and immediately hear a message pressuring you 
to act fast: “Hello, we are calling from Windows and your computer is infected. Our  
Microsoft Certified Technician can fix it for you.” If you fall for this scam, he may sell 
you phony security software to clean up your problem. Or worse, he’ll persuade you 
to give him remote control of your computer and he can plant malware to ferret out 
any valuable data (social security number, credit card information, bank accounts, 
etc). They can also plant malware that holds your data hostage, spies on your 
computer activity, clogs your screen with pop-up ads, or takes over your computer’s 
resources in order to mine for cryptocurrency. 

• Charity requests. After all, who wouldn’t want to contribute to wipe out world 
hunger? Cure cancer? Or save the endangered snipes? Such robocalls prey on 
trusting souls and count on them to take the bait and make a pledge by credit card. 

• Banks, FBI, police, the IRS, Social Security, and other institutions of authority.  
This will be a call that seeks to alarm you with a sense of urgency to derail your 
common sense.  The script usually centers on some alleged wrong-doing that you’re 
guilty of with the threat of imminent fines or arrest. The call might even involve 
abusive threats, which are a sure sign of a scam. Most legitimate institutions will 
communicate with you in writing.  Social Security will never call and ask for your 
social security number. They already have it! 

• Bogus surveys. These scams can come at you as telephone calls, text messages, 
or even online surveys— asking you to answer questions or give your opinion about 
the merchandise, service, or quality of your favorite store. They may offer 
incentives, gift cards, or prizes. Questions may focus on the bank or credit union you 
use, whether you are happy with their service, or if you would consider changing 
banks. They may request your banking and credit card information because it is 
necessary to claim your supposed reward or prize. 

This information is courtesy of Malwarebytes, a robocall and malware blocking 
service. 


